Okaloosa County COOP

ASSESSMENT QUESTIONS

Understanding The Questionnaire:  

This questionnaire is being officially provided by Okaloosa County Department of Public Safety.  If there are questions about the validity of this questionnaire, contact Mr. Randy McDaniel at the numbers listed below at this time.

Continuity of Operations Planning (COOP) is a requirement being placed on Okaloosa County by the Florida Division of Emergency Management and the U.S. Department of Justice.     

Your assistance is needed to complete the plan for your agency to meet state and federal requirements.

You are requested to complete this survey by   and return it to one of the following addresses:

Electronic:
    (MS Word or WordPerfect as a file attachment)
USPS Mail:
 
An electronic MS Word copy of this can be e-mailed to you upon request by writing to the electronic address above.

How to Answer the Questionnaire:

Most, if not all, questions can be answered by any emergency response entity.  

However…  If you do not know the answer to any question, simply reply “Don’t Know”. If a question is not applicable to your entity, reply “N/A”.  Try not to guess.  We would rather you ask questions of us than guess and have us assume you have provided an accurate answer to a question.  Thank you for the time and effort you place into this process.
If you have questions, please call:

· Mr. Randy I. McDaniel (Okaloosa EM) – 850-651-7560 

Okaloosa County COOP Questionnaire

Please print, type, or use the electronic file to word process your work.  Word processing and electronic submittal is greatly appreciated, but not required. Thank you.

The following form should provide the primary person’s contact name for the COOP program.  The person named will be the person COOP planning staff will contact if we have questions or need to conduct a site visit.  This person should be available and knowledgeable to answer COOP questions.

COOP Contact Person:  ____________________________________________________

Title: ____________________________________________________________________

Organization:  ____________________________________________________________

Mailing Address: __________________________________________________________

City: ____________________________ State:  ________ Zip: _____________________

E-Mail: __________________________________________________________________

Phone: _________________ Fax:  ________________Cell Phone:  __________________

Phone Number of this Person:  ________________________ Cell:  __________________

I confirm the information provided in the attached document has been officially reviewed and submitted by my agency for inclusion and consideration in the Okaloosa County Continuity of Operations Plan (COOP) being prepared by the agencies named on page one of this document.  I understand I will be contacted to clarify information submitted and that I will be permitted to review the information assembled by the County for the COOP prior to the document being adopted by the State, County, special district board, or other parties.

_______________________________________________  __________________________

Authorized Official’s Signature



Date

_______________________________________________  __________________________
Authorized Official’s Name Printed


Phone (if different from above)

PLEASE READ THIS BEFORE PROCEEDING

Assumptions in Answering the Remainder of the Questionnaire:
There are two assumptions you should consider as you answer the questionnaire.  Understanding these assumptions is essential to your understanding of the questionnaire’s perspective:

1. In the first assumption, your facility and non-human resources inside the building have received SEVERE PHYSICAL DAMAGE by a weather event, terrorist attack, fire, etc.  Criminal investigation, insurance issues, or risk in reentering the facility prevent you from salvaging the resources.   You must function away from this facility for ten to thirty days or longer.  How do you continue your mission essential functions?

2. In the second assumption, your facility is INTACT.  There is a thirty-minute warning time provided to you to retrieve resources from the facility and evacuate due to chemical release, bio-terror, etc.  Once those thirty minutes pass, no one can return or go near the facility.  You must function away from this facility for ten to thirty days or longer.  How do you continue your mission essential functions?

The Bottom Line to Maintain Continuity of Operations: 

· What do I need?

· Where do I go?

· How do I get it there?

· How do I communicate?

· How do I keep records it and potentially get reimbursed for the effort?

· How do my people and other agencies know where I am and what to do?

· What pre-arrangements do I need to make?

· What safety considerations have I incorporated into this effort?

Completing the Questionnaire:   With the assumptions in mind, begin to answer the questionnaire.  This begins the effort to build a COOP.  Please answer each question to the best of your ability.  If questions cause you to think about building a COOP (alternate facilities, notification, planning, and a host of other issue), this is good!  It helps us complete a plan for you by your providing local information.  You are welcomed to begin planning and building arrangements as you answer the questionnaire so long as the answers are factual or are being seriously considered as answers.

Feel free to use additional paper or use a word processor to complete the questionnaire.  Be sure to correlate your response to the question number.

Section A. – Existing COOP Plans
A.1.
Does your emergency response entity have a complete, valid, current, adopted, and/or accepted procedural manual, plan, SOP, evacuation procedure, etc. (one or many) to implement partial or full scale Continuity of Operations in the event your facility was/were rendered unusable in a threat, disaster or terrorism attack?

· Yes  (if yes, continue to Question A.2)

· No (if no, go to Section B. of the questionnaire.)
A.2.
Please list below the name of the plan(s) or document(s) that you would use as a COOP.  Include the date it was adopted or accepted by your organization.  Use additional paper as necessary.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
A.3.
Do you believe the above mentioned plans or documents are current and fully functional and operational at this time?  Are they in need of revisions?  Do you know their status?

· Plans are in superb operational and functional condition and do not need revisions.  (STOP!  Please send in this questionnaire and you will be contacted by staff at the contact numbers you have provided for verification and review.  Thank you.)
· Plans are somewhat current, but there are substantial revisions/additions that need to be made in light of the questionnaire’s assumptions.  (Continue with Questionnaire.)
· Plans are outdated, have never or seldom been tested, and/or are in need of major review and revision.  We have no or inadequate alternate facilities identified for continuity of operations.  (Continue with Questionnaire.)
· I cannot determine whether they are functional or not.  I inherited something from another administration or era, or it has been so long and the dust is so thick, I just don’t know.  (Continue with Questionnaire.)
Section B. – Current COOP Planning

B.1. – Do you have any planning function actively underway (aside from this questionnaire) that is causing you to prepare a COOP for your facility right now?

· Yes  (if yes, continue to Question B.2)



· No (if no, go to Section C.)
B.2. – Please describe what types of COOP plan or documentation you are developing.  Also, explain why you are doing this (i.e. right thing to do, being required to develop by a regulatory agency, professional agency, superior).

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section C. – Mission, Authority and Operations

C.1.
Describe or list your mission essential functions that must be maintained during an emergency.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
C.2.
Who will have authority to activate the organization’s COOP plan?  (At least two, preferably three, and perhaps four persons should be listed.  Use title, not person’s name.)

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

C.3.
What equipment, hard copy records, computers, computer files, communications equipment, or other resources are absolutely necessary for you to maintain your mission functions that would allow you to function for up to thirty (30) days away from your primary facility?  What procedures are in place to ensure operational security of the organizations contingency plans?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
C.4.
What process will be used to ensure supplies are available to sustain up to 30 days of operations?  Who maintains these supplies?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
C.5.
Please describe how the resources listed in question C.3. and C.4., as well as human resources, would be moved to a new location, reconstituted for effective and efficient use, and begin to be run on a day-to-day basis.   Also, do you have “drive-away kits” that are positioned for easy access and evacuation from the primary facility?  How will initial relocation, receiving, and support of personnel be accomplished at the alternate facility?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
C.6.
Who will decide an emergency is terminated and that normal operations may resume at the former base of operations?

________________________________________________________________________

C.7.
List the steps needed for your organization to be fully operational within twelve hours of COOP plan activation.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
C.8.
What procedures are in place to ensure the physical security of the primary facility in the event of COOP operations (security perimeter by Sheriff’s Office, alarm, etc.)?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section D.  – Employee Notification, Activation , Key Personnel, and Personnel Issues

D.1.
How are staff/volunteers notified to respond to emergencies or called up during and after normal duty hours?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
D.2.
How are personnel called up in Question C.3 accounted for?  (Who does this, and how do they do it?)

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
D.3.
How will employees be notified of operational changes and scheduled for deployment to effected areas?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
D.4.
List key (critical) staff members.  Include title, name, physical address, mail address (if different), city, zip, land phone, fax, cell phone, pager, and other information that allows for these individuals to be reached.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.5.
Does your organization maintain a staff roster?  If so, please attach or list those names and titles here (these will not be inserted in the COOP, however.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.6.
Does your organization have a governing board that would need to meet in emergency session to authorize activities, emergency expenditures, etc.?  If so, who is the chair of the board?  How many members are on this board?  Who is responsible for notifying this board of COOP being activated?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.7.
How will information be distributed to essential and non-essential personnel during emergencies?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.8.
What procedures ensure or would ensure the well being of personnel and their families during emergencies?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.9.
What policies are in place in the event of relocation that ensures personnel have assembled personal go-kits?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.10.
What procedures or guidance are in place that addresses; pay, leave and layoff during emergencies?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

D.11.
What guidance is available to employees that addresses medical, special needs and travel issues?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section E. – Alternate Facility(ies) Information

E.1.
Where will alternate operations be conducted if your primary locations are rendered useless as described in the assumptions of the questionnaire?  Please provide name of facility, physical address, phone, and owner’s name.  You may name more than one location if this has been arranged.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
E.2. 
Do you have Memorandums of Agreement/Understanding with alternate facilities and their managers regarding use?  If so, please provide a copy of the agreement with this package.

· Yes, it’s in writing  (if yes, provide a copy of the agreement)

· Yes, but it’s an unwritten agreement, understanding, or assumption.

· No
E.3.
What procedures will be used to notify the alternate facility(ies) of the activation of COOP and your need to utilize the location(s)?  Who is responsible for this notification?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.4.
How will alternate facility location, addresses, and phone numbers be disseminated (consider electronic, phone, hard copy, over-the-air comm., etc.) to County EM, other departments/agencies, other locations of your department, etc.?  
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.5.
Are supplies and equipment already stored at the alternate facility(ies)?

· Yes, the facility is complete and ready to go at any moment.

· Yes, it’s a second facility we already own.  It will just get more crowded.

· Yes, but supplies and equipment are very limited and movement of resources would be required.

· No, it’s a building for us and that’s about it.  (Skip to Question E.7.)
E.6.
What major equipment and resources are available or already stored at the alternate facility?  How is equipment maintained at the alternate facility?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.7.
Are procedures in place at the alternate facility to provide logistical and infrastructure support?  If procedures are in place what are they?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.8.
Has the alternate facility been evaluated to determine if it can support your agencies operations?  For example, pre-wiring for communications, ability to withstand a hurricane, height of garage doors to hold equipment, etc.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.9.
Can the alternate facility support your needs for a period of 30 days?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.10.
Has security at the alternate facility been considered in support of your agency?  Security can be anything from ensuring records and equipment will not be stolen, shutters for protection against hurricanes, or protection from terrorism threats.  What security would be in place?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.11.
What procedure is in-place or should be used to meet the information technology and telecommunication needs at the alternate facility?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.12.
What provisions are in-place for parking, lodging, hygiene, and dining at the alternate facility?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.13.
Does the alternate facility have the capability to support communications for the additional personnel who may be called to duty because of an emergency condition (i.e. for 12/12 shifts, or because of the intensity of a disaster needing additional response personnel?  Please explain.  If the facility cannot support the additional communications need is there procedures in place to ensure adequate communications?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.14.
Are back-up communications in place in the event of a primary system failure?

· Yes, (if yes, describe what will be utilized for backup)

· No

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

E.15.
How will equipment stored/pre-positioned at the alternate facility be tested and maintained?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section F.  – Succession of Power; and Delegation of Authority and Duties

NOTE:  The answer provided in Question C.2. will probably correlate with the questions of Section F.

F.1.
What conditions might cause a succession of authority in your organization?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.2.
How will personnel be notified that succession will or has taken place?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.3.
What limitations if any are there on succession (perhaps defined by by-laws, availability of personnel in the organization, etc.)?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.4.
Describe the succession by an organization chart (please provide a copy if one exists) or in numerical order below, listing by position, not a person’s name.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.5.
What procedures are in place to update or change the succession process and how are the changes disseminated?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.6.
What duties or tasks could be delegated to another person in the event of an emergency?  Provide a listing below.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.7.
What circumstances would or generally do require delegation of duties to another person in your organization?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

F.8.
List any limitations placed on delegated positions (perhaps defined by by-laws, availability of personnel in the organization, etc.)?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section G. – Record Maintenance, Tracking, and Availability

G.1.
Is there a process or procedures currently in-place to store duplicate records and/or backing up data?  How are they duplicated or backed up and where are they kept?  (Hard copy, electronic at another site, file servers, on site only, etc.)  Include a description for financial and legal records.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

G.2.
How are records maintained to ensure accuracy and information is up-to-date?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

G.3.
What records, both hard copy and electronic, are vital to performing critical operations?  (Please refer to Question C.3. to correlate your answer.)

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

G.4.
How will records be made available during emergencies?  

________________________________________________________________________

________________________________________________________________________

G.5.
How are legal and financial records backed up?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

G.6.
What tracking procedures will be used to ensure actions taken during COOP operations are documented?  What equipment will be needed to ensure this occurs during a period when COOP is activated?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

G.6.
What procedures or systems are in place to protect data and computer network systems?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Section H. – Testing and Maintaining COOP

Note:  It is understood by County Emergency Management that testing and exercising are a cooperative effort between responders and planning entities.  Answering these questions helps to identify how actively your entity will be involved in providing updates to the County’s COOP versus how often County personnel may need to reevaluate your needs for update, training and exercising.  The answers you provide probably depend on your facility being rural or urban, paid professional or volunteer professional, etc.

H.1.
How do you anticipate testing the COOP plan, training employees, and exercising the program?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

H.2.
Are personnel required to review plans, procedures, etc. and sign documents that affirm they have read and understand what is required in such documents?  

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

H.3.
How are key personnel trained on their emergency responsibilities? 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

H.4.
When and how will periodic tests of the notification system be conducted?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

H.5.
When and how will field exercises be conducted to test the operational plan, alternate facilities, and communications?

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

H.6.
Who will be responsible for developing updates to operational plan after exercises of COOP?  Provide position, not person’s name.

__________________________________________________________________________
Section I. – Facility Hazard Vulnerabilities

I.1. – What known natural or technological hazards exist near your primary facility that might render it unusable and cause COOP to be implemented?

· Facility is in a flood zone (if checked, see Question I.3.)
· Flood zone A on flood insurance maps

· Flood zone B on flood insurance maps

· Not sure, but it floods!  (How deep?  ______________________)

· Near or in Coastal Storm Surge Zone during hurricanes

· Facility does not have hurricane shutters

· Near railway  (distance?  ______________________________________)

· Near major highway, or adjacent to dangerous curve

· Near wastewater treatment facility (distance? ______________________)

· Near water well with chlorine (distance? __________________________)

· Near industrial or haz-mat facility (distance? ______________________ )

· Possibly wildfire threatened (near wooded areas)

· Other (specify _______________________________________________)
I.2. - What known natural or technological hazards exist near your alternate facility that you may use as a part of COOP that might render it unusable and cause COOP to be implemented?

· Facility is in a flood zone (if checked, see Question I.3.)
· Flood zone A on flood insurance maps

· Flood zone B on flood insurance maps

· Not sure, but it floods!  (How deep?  ______________________)

· Near or in Coastal Storm Surge Zone during hurricanes

· Facility does not have hurricane shutters

· Near railway  (distance?  ______________________________________)

· Near major highway, or adjacent to dangerous curve

· Near wastewater treatment facility (distance? ______________________)

· Near water well with chlorine (distance? __________________________)

· Near industrial or haz-mat facility (distance? ______________________ )

· Possibly wildfire threatened (near wooded areas)

· Other (specify _______________________________________________)
I.3. – Relating to Question I.1 and I.2 above (only if you checked that flooding can occur), does the primary facility or alternate facility maintain an insurance policy with the National Flood Insurance Program (NFIP)? (check all that apply)

· Yes (primary facility has NFIP policy)

· Yes (alternate facility has NFIP policy)

· No (primary facility does not have NFIP policy)

· No (alternate facility does not have NFIP policy)
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